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🔴  High risk

Several essentials are not covered. Your site is an easy target for

automated attacks.

Your answers: 30/100 · Technical checks: 60/100

Technical checks of your site

4 of 10 checks passed. Non-intrusive: home page and public DNS only.

HTTPS certificate & encryption

Valid certificate (64 days left), TLSv1.3.
Passed✓

Automatic redirect to HTTPS

HTTP visitors are redirected to HTTPS.
Passed✓

HTTPS enforced in browsers (HSTS)

Missing: an attacker on the network can force an unencrypted connection.
Failed✕

Content Security Policy (CSP)

Missing: the site is less protected against malicious script injection (XSS).
To improve!

Clickjacking protection

Missing: the site can be embedded in a trap page.
To improve!

MIME-sniffing protection

Enabled.
Passed✓

Outgoing links privacy

Not defined: internal URLs may leak to other sites.
To improve!

Exposed technical information

Software version visible ("Apache/2.4.41 · PHP/7.4.3"): makes known flaws easier to target.
To improve!

Domain e-mail protection (SPF)

SPF record present.
Passed✓

E-mail spoofing protection (DMARC)

Missing: e-mails spoofing your domain are not blocked.
Failed✕

45 / 100



Your points of attention

Go further

Move on to a full security assessment

These checks only see the visible surface of your site. Real vulnerabilities (code, logins, back office,

server) need an expert eye. Our experts deliver:

a vulnerability audit of your website or application;

a penetration test;

a detailed report with a prioritised remediation plan.

Quoted service. Book a meeting to scope your needs and receive a tailored proposal.

Book a meeting : calendly.com/demo-spectorly/rendez-vous-cyberspector

Or directly: 🇫🇷  +33 1 60 20 05 94 · 🇧🇯  +229 01 66 06 86 97 · contact@cyberspector.com
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Automated non-intrusive checks (home page, public DNS) and declared answers. Does not replace an audit or a penetration test. Confidential

document.

No plan if a flaw is found

Write one page: who to call, how to take the site offline, how to inform customers.
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No one owns the updates

Name an owner (in-house or provider) and an update schedule, in writing.
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Security not checked recently

Have your site tested at least once a year, and after every major change.
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